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Expose fraud in live data instantly without adding risk
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Because of the role that Administrators play, they typically have
privileges that can allow them to view or change any data they
want. This has always been seen as a position of trust but often
highlighted as a risk by auditors which can expose an
organisation to:

* Sensitive data being viewed, modified or given to other
parties;

* Accidental damage caused by the impact of a wrong action;
* |Incorrect configuration causing security exposure.
How can you monitor data access and prevent this risk?
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* CAS is an expert Windows Server application

* Enables organizations to monitor and enforce
policy thereby ensuring everyone transacting on
their systems, whether internal or external,
follows and obeys the rules.

 Monitors and validates live data in near real time
against business rules autonomously 24/7/365.

* Can be configured to flag or block suspicious
transactions.
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Most relational databases have some form of
audit functionality which can be used to log
access to data and store the detail into a variety
of repositories: database tables, file, syslog and
Windows Event Log.

CAS can be configured to monitor any of these
standard audit repositories in near real-time
using simple to configure but powerful rules.
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Monitor database access with CAS
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Monitor audited database user access in near real-time,
Validate the user and the database resources accessed
against simple rules or sophisticated policy.

CAS enables you to set specific policy of who can view,
update or delete data and this pelicy can be applied to
specific time periods.

At any point in the rules process you can validate audit
detail against other database systems such as change
control and check the result in order to take the
appropriate action.

If access is not authorized, CAS can alert your
management and take optional automated action.

CAS can prevent any configuration changes to itself by
requiring authorisation from separate users.

All events and alerts in CAS are fully encrypted and can't
be removed when running in production mode.

CAS provides a read-only interface for auditors.
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* Data and system agnostic — not tied to any problem area

* Runs in read-only mode by default — no risk

* Does not require programming

* Requires zero system or application changes

* Maintenance free and has a small foot print.

* Fully encrypted and tamper proof

* Has strong authorization control built in to prevent collusion

* Can be switched in to fully reactive mode (dynamic data updating)
* Point and click operation with graphical reporting

* Designed for business users

* Installs in minutes, configured in hours, productive in days
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* CAS is scalable and can be deployed in many configurable sizes

* Can be networked securely together using CAS to CAS dynamic
queries (one CAS can pass data at any point to another CAS for
further testing and receive the result).

* Licensing options range up from an individual server in a
particular business unit to a full enterprise license

* Licensing and implementation costs are calculated by the
number of users, databases, data sources, queries, CAS to CAS
connections and rules required for each installation, which is
driven by use cases.
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Alert response and

analysis

Compliance Automation Server
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23 2011-08- Severs Validater O © 0 None stevesuth; Review 2011-08- davi Purchase order details [davide : 2011-08-02 16:54:35] This is under review
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27 | 2011-08- Medium ValidateE 0 2 | 0 None steveauth; Suspicic 2011-08- davido An Employee bank ac [davido ; 2011-08-02 16:36:43] Case closed - suspicious - employee action taken
28 | 2011-08- Medium validates 0O 1 0 | None stevesuth; Suspicic 2011-08- dsvide Supplier bank accouni [davido : 2011-08-02 16:36:57] Case closed - suspicious - employes action taken - lin
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Configuration update control
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Advanced

COMPLIANCE SERVER POLICY

Network Date & Time License Proxy Accounts Authorization Alerts
Change Authorization Policy Configuration Panel
Order Userid Role Description
z madge autharizer Authorizer
1 steveh authorizer Authorizer
barryw authorizer authorizer.

Minimum number of authorizers:

=]
2 ‘ﬂ Refresh

Minutes to wait before escalating an authorization: 20 ‘ﬁ

Which of the following configuration changes require authorization (when running in Production mode):

- User changes: V] Add ] pelete V] Update
- All other changes: || Add || Delete  [¥] Update V] Save
Start Stop Restart Pause Shutdown
v ' v v hutd

MNOTE: Authorization requests zre sent as a type of Alert using the server configuration values on the Alerts panel.

Can configuration objects be updated while they are in use by other objects:
V] vas
MOTE: The default is no. Setting this to 'yes' vill allow you to madify (update) objects that are in use but will

change the status of the object to non-live. The configuration must be saved to push it back as live.
If you require to delete an object which is in use, you will have to remove the dependency first.
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Simple and intuitive to use
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The many silos of Risk

Data ’
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CAS monitors risk across all silos

Data

Quality
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Compliance Automation Server

Expose fraud in live data instantly without adding risk

Installs in minutes, configured
in hours, productive in days

Aptelisense.com

sales.enquiry@aptelisense.com
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