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Expose fraud in live data instantly without adding risk

Compliance Automation Server

configuration
Control and Status

@ oashborrd
© configuration
© collactors
© Resctors

O Server

Product status

PRODUCT LICENSE HELP

Open Alerts
Aar| Craated | 1mpact] Runcta|  Dascription

31 201102 Major validat validats

30 2011-02- Medium Invoice Paymant in

Server Resource Utilization

i Araa (] markar []

SUPPORT

LICENSE AGREEMENT
COMPLIANCE DASHBOARD
Reactor Alert and Event Activity

InveicaAccountvalidator

ValidataFrazenaceaunt

ValidataCustomartacord

Involcavalidator

Al Alerts .

Chart | [ Data | Selacted Data Type:

Top 10 Reactors By Activity

2 2 2 2
AR AR

ViindereSecutyEve. ValblanCusmerfis  InvakeValtlator  Valkdaterznaccon nvekeAccounivaltl

Logoff | | change password | Useriadmin

Cancal

Rolar admin

Moda! Production Connectad tol test-server.aptelizense,com

Rofrash
Print

Status: U

Compliance Automation Server

For Health Insurers



Using CAS to monitor insurance data

APTELISENSE COMPLIANCE AUTOMATION SERVER

In near real-time maonitor supplier and policy claims for
suspicious events against industry leading specific health
insurance rules,

Create Case | When a claim triggers an alert, write the suspicious

| details into case management system and alert staff.

| The rules can be continually improved using the feedhack
| of analysts, investigators and claims staff to ensure that

: claim fraud protection is always one step ahead,

Case Manager
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Investigators AMNALYSTS
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CAS enables your organization to automate
monitoring and protection against leading edge
fraud and leakage such as:

* Unusual number of procedures performed by
practitioner over a period of time

* Check of claimant or practitioner against internal
suspicious list or external agency

* Detection of claimant(s) connected to practitioner
* Practitioner payment leakage or escalation
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* Physician’s geographic region different to claimant

* Procedures performed on weekends or public holidays
* Clustering of small payments (under the radar)

* Automatic balancing of claim transaction totals

* Automated reporting / monitoring of top practitioners
* Claim raised within days of policy start

* Report of claim delayed by days or weeks

* Monitor for abusive or threatening customers
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* Verification of practitioner membership status

* Claimant with multiple disability policies

* No communication made to emergency services

* Claimant changes attending physicians frequently
* Physician’s specialty not consistent with diagnosis

* Prescriptions are cut or have been altered

* Real-time data validation with third parties
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CAS with case management & i2
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* CAS provides full reactive in-flight data modification
and writing

* Allows data to be evaluated and queried against other
data source and then written to data source

* Allows i2 products to be inserted into key decision
points in customer processes

* Analysts can now be fed suspicious data automatically
after CAS has evaluated it

* After Analysts have processed the suspicious data, CAS
can reprocess data and update customer data source
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* CAS has been engineered from the ground and its capabilities include:

near real-time read-only monitoring of live data sources
dynamic data value testing inline or against live data sources

alerting on simple or complex user defined rules when attention is
required

taking automatic action for defined events

preventing collusion and unauthorized configuration changes
point and click operation with graphical reporting

fully encrypted and tamper proof

can be switched to fully reactive mode (dynamic data updating)

* CAS s simple to use, does not require programming, requires zero changes

to you systems or applications and has a small foot print.

A Pte == Compliance Automation Server

ENTERPRISINGLY SMART SOFTWARE



Organization to organization
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CAS can be securely networked together using CAS to CAS dynamic queries
(one CAS can pass data at any point to another CAS for further testing and
receive the result). These queries can be chained through multiple CAS
instances.
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Alert response and

analysis

Compliance Automation Server

Aptelisense:

PRODUCT LICENSE

HELP SUPPORT LICENSE AGREEMENT

Alerts | Network | Support
CURRENT ALERTS
Alert| Created | Impact| Reactor | Resent| Prior| Since Action Receivers| Status | Updated | Modifier Description History
23 2011-08- Severs Validater O © 0 None stevesuth; Review 2011-08- davi Purchase order details [davide : 2011-08-02 16:54:35] This is under review
24  2011-08- Maedium validsteE O o Nons  steveau th; Investic 2011-08- davide An Employss bank ac [davide : 2011-08-02 15:55:04] Thiz is under invastigstion - houldn't happen
25 | 2011-08- Medium validateE  © 1 1 | Nene steveauth; [nvestis 2011-08- davide An employes phone r [davide : 2011-08-02 16:35:20] This is also under investigation!
26 | 2011-08- Wedium validates 0 0 1 None steveauth; Fixed 2011-08- davids Supplier phone numb [davido i 2011-08-02 16:57:44] Supplier vife works for us and specified the same num
27 | 2011-08- Medium ValidateE 0 2 | 0 None steveauth; Suspicic 2011-08- davido An Employee bank ac [davido ; 2011-08-02 16:36:43] Case closed - suspicious - employee action taken
28 | 2011-08- Medium validates 0O 1 0 | None stevesuth; Suspicic 2011-08- dsvide Supplier bank accouni [davido : 2011-08-02 16:36:57] Case closed - suspicious - employes action taken - lin
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Configuration update control

PRODUCT LICENSE HELP SUPPORT LICENSE AGREEMENT

Advanced

COMPLIANCE SERVER POLICY

Network Date & Time License Proxy Accounts Authorization Alerts
Change Authorization Policy Configuration Panel
Order Userid Role Description
z madge autharizer Authorizer
1 steveh authorizer Authorizer
barryw authorizer authorizer.

Minimum number of authorizers:

=]
2 ‘ﬂ Refresh

Minutes to wait before escalating an authorization: 20 ‘ﬁ

Which of the following configuration changes require authorization (when running in Production mode):

- User changes: V] Add ] pelete V] Update
- All other changes: || Add || Delete  [¥] Update V] Save
Start Stop Restart Pause Shutdown
v ' v v hutd

MNOTE: Authorization requests zre sent as a type of Alert using the server configuration values on the Alerts panel.

Can configuration objects be updated while they are in use by other objects:
V] vas
MOTE: The default is no. Setting this to 'yes' vill allow you to madify (update) objects that are in use but will

change the status of the object to non-live. The configuration must be saved to push it back as live.
If you require to delete an object which is in use, you will have to remove the dependency first.

authorisation

control over any
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change
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guthorization ticket: 10

Changes can
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H Type: EARIP Status: In progress h._é h._é
Or reJeCt a ny F.equester: steve Updated:
Reason: user: steve is attempting to Stop a Collector object named: WindowsSecurityEvents
change before they e 2
esponse! There is no change control for this - rejected!
go live
Cancel (_) Authorize =) Reject Update Selection Criteria: l Open - J l Refresh

telisense:

Compliance Automation Server




Simple and intuitive to use
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23 2011-08- Severs Validats Purchase order details failed to match
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ValidateEmployee 24 2011-08- Medium 0 o 2
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Compliance Automation Server

Expose fraud in live data instantly without adding risk

Installs in minutes, configured
in hours, productive in days

Aptelisense.com
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