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Expose fraud in live data instantly without adding risk
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What Compliance Automation Server can do for you



* CAS is an expert Windows Server application that
enables organizations to monitor and enforce
policy thereby ensuring everyone transacting on
their systems, whether internal or external,
follows and obeys the rules.

* CAS monitors and validates live data in near real
time against business rules autonomously

24/7/365. CAS can be configured to alert
suspicious transactions or take action.

Compliance Automation Server



CAS is data-source, application and industry agnostic. Typical applications:

* Fraud protection across employee, mortgage, insurance policy,
procurement, payments

* Anti-money laundering: live customer data validation with your partners

* Process automation, data validation and cost/time reduction across
insurance claims, payments, cash management, transaction validation,
contracts

* Security: validation of Windows events against change control or policy
* Audit: Internal automation

Typical industries:

* Banking / finance * Energy

* |nsurance * Telecommunications
* Government * Manufacturing

* Taxation authorities  Defense
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* The capabilities of CAS include:
— near real-time read-only monitoring of live data sources
— dynamic data value testing inline or against live data sources

— alerting on simple or complex user defined rules when attention is
required

— taking automatic action for defined events

— preventing collusion and unauthorized configuration changes

— point and click operation with graphical reporting

— fully encrypted and tamper proof

— can be switched in to fully reactive mode (dynamic data updating)

* CAS s simple to use, does not require programming, requires zero system
or application changes, is maintenance free and has a small foot print.
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Using CAS with IBM i2 Products

Using Aptelisense Compliance Automation Server to Integrate IBM i2 Products into Core Customer Processes
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Transaction monitoring with CAS
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PROBLEM: Bank representative mistakenly transfers 510 million
dollars to customer account. Customer moves money offshore.

Use CAS to enforce your
policy for data validation
and transaction control. -

IOM
B""N“ Custom
Representative Banlt Funds - ar
Ensure that costly » SO
mistakes or fraud do not
. . APTELISENSE COMPLIANCE SERVER
expose your organlzatlon. a Monitor bank fund credits in near —
real-time. Compare amount against 1 Custemer
CUSTOMER customer history. If amount is

greater than average of previous
transfers plus 100%, alert and take
- Email and SMS Alerts | automated action to block credit.
BANK 6 Further checks could be taken {prior
staff to alerting) to validate the credit

against authorization records if the
amount exceeds a threshaold,

SOLUTION: Use Aptelisense Compliance Automation Server to monitor fund
transfers in near real-time. If the transfer breaks any of the banks compliance
rules, alert bank staff and take automatic action to block customer credit.
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Cash management with CAS

Bank Head Office

|
|
|
|
|
Bra m:hes ATM 5 Staff |
|
|
|
.

‘\\ |
|
|
|
|
|
|
|

CIT Operator

@ Alerts Aptelisense CASh  [«——
MANAGEMENT

-
Aptehsense CASh Alerts

___________________

Commercial Customer

4
. -
Aptelisense CASh Alerts @

'y MANAGEMENT

Transactions

-
Alerts
—

MAMAGEMENT

jeday J Aanjag

eday f AManipg

Use CAS to monitor cash
and reduce transport and holding costs.
Monitor teller behaviour and look for fraud.
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Mortgage fraud with CAS
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Use CAS to monitor for mortgage fraud
and detect applicants who are on the
alert register & &

BROKER MANAGEMENT
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Internal fraud with CAS
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Use CAS to monitor for staff initiated transactions that move money to
an external account that matches the employee payroll account
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Procurement fraud with CAS

Use CAS to monitor,
validate and control
complicated procurement
processes.

Ensure that costly
mistakes or fraud do not
expose your organization.
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PROBLEM: Supplier details are not being automatically validated against
employee records. Invoice details are not being automatically validated
against supplier or employee records. This allows fraud to take place.
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APTELISENSE COMPLIANCE SERVER

Validate updates in near real-time.

1) Compare supplier against other suppliers.

p| 2) Compare supplier against employee records
3) Compare invoice against other invoices.

4) Compare invoice against suppliers. ALERT @
5) Compare invoice against purchase orders. | g

6) Compare new or changed employee records MANAGEMENT
against supplier records.

7) If any checks fail validation, alert
management and take optional automated
action to flag suspicious record(s).

Purchase
Orders

SOLUTION: Use Aptelisense Compliance Automation Server to automate near
real-time validation of changes to suppliers, invoices, employee records and
purchase orders. If validation fails compliance rules, alert staff and take
optional automated action.

Compliance Automation Server

NTERPRI 1



Financial compliance with CAS

Records

Internal
Auditor

Use CAS to automate your Accountant Accounting. - Mansgarnant i et
organ ization ’s fin ancia | PROBLEM: External compliance reporting is onerous, time-consuming, costly
and prone to mistakes. Potential issues may not be spotted instantly and

expose the organization to fraud and legal action.
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compliance commitments.

Financial
Records

CAS provides full monitoring

and enforcement rather ' :
than Just pretty Sarbanes_ APTELISENSE COMPLIANCE SERVER rd ﬁ
Customers | »-| Validate your data in near real-time:

- Monitor liguidity and capital ratios Accoumtant
- Monitar debt ratio
= Monitar undrawn commitments with future

: . . ; ALERTS
- Validate invoices, payments and receipts »
<#—#| _Validate transactions for fraud

Oxley compliance reports!

Employee

Records MANAGEMENT
- Compare new or changed employee records
against supplier and invoice records.
If any checks fail validation, alert managemeant
and take optional automated action to flag
suspicious record(s). Internal
Auditor

SOLUTION: Use Aptelisense Compliance Automation Server to automate near real-
time monitoring of vital financial indicators. Automate Internal Audit manual
functions. Validate changes to suppliers, invoices, employee records and
payments. If validation fails compliance rules, alert staff and take optional
automated action.
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Contract management with CAS
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PROBLEM: Manual processes used to control supplier commitments and payments

U Se CAS to a u to m a te I ive are oostly,‘ prone to mistakes such as over-payments and open to fraud. Internal
e nfO rceme nt Of yo ur Audit may spend considerable time verifying its integrity.

organizations contract B e i ﬁ
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management process. R L

Reduce the risk of fraud S i DV s s

and ensure consistency DAY

APTELISENSE COMPLIANCE SERVER
Of OUtcomes. Validate updates in near real-time.

1) Validate contract changes against commitments.

- ,.r

2) Compare new or changed employee records against MANAGEMENT &
} INTERNAL AUDIT
Ermployess| € —B supplier records.
ploy 3) Campare supplier changes against employee records. P;at_,/f

4) Validate payments against suppliers & commitments.
5) Validate supplier reporting against commitments.

6) Validate supplier reporting against contracts,

If any checks fail validation, alert staff and take optional
automated action to flag suspicious record|(s).

o~

SOLUTION: Use Aptelisense Compliance Automation Server to automate near real-
time validation of changes to contracts, suppliers, employee records, payments and
supplier reporting. If validation fails compliance rules, alert management and Internal
Audit and take optional automated action. This reduces Internal Audit manual
auditing and provides near real-time reporting via the Aptelisense Compliance
Workbench interface.
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PROELEM: Users with the right level of privilege are in a position of trust and

U se C AS tO StO p ro g ue can create or change critical accounts. These changes may not be spotted,
especially outside of hours and may expose organization financial data.

administrators or staff
from exposing your

organization to fraud & Windows e
- Account Customer D8

and embarrassment. Adminsrato / ) (red Cards

User [ Hacker

[

5

DISABLE

CAS can monitor and

APTELISENSE COMPLIANCE SERVER

. . ‘ Change

Va||date your W|ndOWS Monitor Windows account changes b DCET:;T;E
. . . in near real-time, Validate the user

events W|th|n m|nUteS- making the change and the target

account against compliance rules and Ermail and SMS Alert
change control database, If not Imak an a ErLE

authorized, alert and take optional
automated action to disable account,

Management

SOLUTION: Use Aptelisense Compliance Automation Server to monitor
Windows account changes in near real-time. If the change fails compliance
rules or is not authorized in change control database, alert management and
take optional automatic action to disable account.
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Organization to organization

Automatic Prevent policies
validation of being issued for
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customer details suspicious data
DATA @
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CAS can be securely networked together using CAS to CAS dynamic queries
(one CAS can pass data at any point to another CAS for further testing and
receive the result). These queries can be chained through multiple CAS
instances.

APTELISENSE

COMPLIANCE
-if—— AUTOMATION
SERVER

Staf
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Alert response and analysis

Aptelisense:

Compliance Automation Server

Automatic fraud
detection across
alerted data

Compliance Automation Server
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Alerts | Network | Support
CURRENT ALERTS
Alert| Created | Impact| Reactor | Resent| Prior| Since| Action Receivers| Status| Updated | Modifier Description History
23 2011-08- Severs validater O © O None steveauth; Review 2011-08- davido Purchass order details [davide | 2011-08-02 16:54:39] This is under raview
24 | 2011-08- Medium| validsteg O o None | stevesuth; Investiq 2011-08- davide  An Employse bank ac| [davido : 2011-08-02 16:55:04] This is under investigation - shouldn't happen
25 | 2011-08- Medium| validatef O 1| 1 | Nene stevesuth; Investig 2011-08- davide An smployes phons r [davido | 2011-08-02 16:35:20] This is slso under investigation!
26 | 2011-08- Medium| validstes O O 1 MNone stevesuth; Fixed 2011-08- davide Supplier phone numb [davido i 2011-08-02 18:37:44] Supplier wife works for us and specified the same nur
27 | 2011-08- Medium| validateE O 2 | 0  nNone steveauth; Suspicic 2011-08- davide An Employes bank ac [davide  2011-08-02 16:536:43] Gase closed - suspicious - employes action taken
28 | 2011-08- Medium| validstes 0 1| 0  none stevesuth: Suspicic 2011-08- dsvido Supplier bank accouni [davide | 2011-08-02 15:35:57] Case closed - suspicious - employes action taken - Iin
Alerts | Network
Alertio 23 Created: 2011-08-01 22:52:42 Change Alert Status:
Impact:  Severs prior:  © Since: © (&) Under REVIEW
Receivers:  steveauthjdavide Updated: 2011-08-0122:34:40 By:  davido () Under INVESTIGATION
Description: Purchase order details failed to match any defined suppliers O Close 2= Frxen
Response () Close s UnKNOWN
(O Close == SUSPICIOUS
Events From: EH o ]
For a Reactor:[ | Type: [ Alerts by Status | v | Category: [ An v
Mouse Ties: O O @ Network Zoom:
Time Scale: £

Logoff Change Password | User: davido Mode: Test

Role: analyst

Connacted to: test-server.aptelisense.com

Alerts require

response from
Authorizer or
t users

Suspicious events
highlighted in red

Mouse Tips: @ (O Netrork Zoom -

0a1ul11 03U 073ulL1

Time Scale:

2011-07-07
18:19:16
Account
Checking
153an12 Defail. 400001

\ (Double click Node fo see associated Events)

Logoff |  Change Password | User: davido Role: analyst  Mode: Test

Connactad to! test-server.aptelisense.com Status: UP

Print
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Configuration update control

PRODUCT LICENSE HELP SUPPORT LICENSE AGREEMENT

Advanced

COMPLIANCE SERVER POLICY

Network Date & Time License Proxy Accounts Authorization Alerts
Change Authorization Policy Configuration Panel
Order Userid Role Description
z madge autharizer Authorizer
1 steveh authorizer Authorizer
barryw authorizer authorizer.

Minimum number of authorizers:

=]
2 ‘ﬂ Refresh

Minutes to wait before escalating an authorization: 20 ‘ﬁ

Which of the following configuration changes require authorization (when running in Production mode):

- User changes: V] Add ] pelete V] Update
- All other changes: || Add || Delete  [¥] Update V] Save
Start Stop Restart Pause Shutdown
v ' v v hutd

MNOTE: Authorization requests zre sent as a type of Alert using the server configuration values on the Alerts panel.

Can configuration objects be updated while they are in use by other objects:
V] vas
MOTE: The default is no. Setting this to 'yes' vill allow you to madify (update) objects that are in use but will

change the status of the object to non-live. The configuration must be saved to push it back as live.
If you require to delete an object which is in use, you will have to remove the dependency first.

authorisation

control over any
configuration
change

Requeast to stop Collector:
'WindowsSecurityEvents' is currently waiting on
guthorization ticket: 10

Changes can

require
authorisation if

You can authorise

configured

Ticket: i0 Created: 2011-02-15 02:59:06 Start: End:
H Type: EARIP Status: In progress h._é h._é
Or reJeCt a ny F.equester: steve Updated:
Reason: user: steve is attempting to Stop a Collector object named: WindowsSecurityEvents
change before they e 2
esponse! There is no change control for this - rejected!
go live
Cancel (_) Authorize =) Reject Update Selection Criteria: l Open - J l Refresh

telisense:
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Simple and intuitive to use
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CONFIGURATION COMPLIANCE DASHBOARD
CONTROL & STATUS
Open Alerts Reactor Alert and Event Activity
<) Dashboard

Rlert| Created | Impact| Reacto. Description

o guration 25 2011-08- Medium Validate An employee phone number matched ValidateSupplier

24 2011-08- Medium Validate An Employee bank account matched =
() Collectors

ValidatePurchazaOrdar
23 2011-08- Severs Validats Purchase order details failed to match

() Reactars,

) Server
Alerts Associated with Reactor: ValidateEmployee

Alert| Created

Impact Resent Prior Since Action Receivers Status Updated Modifier Description
ValidateEmployee 24 2011-08- Medium 0 o 2

Response
None  steveauth: Investii 2011-08- davido = An Employee bank ac

25 2011-08- Medium 0 1 1 None  steveauth; Investii 2011-08- davide  An employee phone r
chart | | Data | Selected Data Type: AllRlerts | v

Server Resource Utilization Top 10 Reactors By Activity

2

2
.. 1 1

0
wosts Arem ] Morker [ ] Valdatehuoks  SseuntyAesuniChangas
cancel Refresh
PRODUCT STATUS
Logoff | [ Change Password | User: admin Rola: admin Mode: Test Connected to! test-server.aptelisense.com status: up Print

m Display only open alerts?

Click to cancel this panel

Simple and clear
reporting with
easy to understand Every field has
alerting in real- optional mouse

time. help tips

Compliance Automation Server

Aptelisense



Compliance Automation Server

Expose fraud in live data instantly without adding risk

Installs in minutes, configured
in hours, productive in days

Aptelisense.com

sales.enquiry@aptelisense.com
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